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Protect Your Business

With the profusion of removable devices such as USB drives, 

cell phones, portable hard drives, and music players, intentional 

or unintentional data leaks are 

inevitable.  Most organizations 

use firewalls and antivirus 

software to prevent against 

external threats; however few 

recognize the need to protect 

against internal threats.  Loss 

of sensitive information such 

as customer data, personal 

identification information, 

corporate financial data and other 

intellectual property is expensive 

to recover.  The cost of data 

recovery, notifying customers, 

and ultimately the loss of 

business can be detrimental 

to any organization. Numara® 

Device Manager helps you 

guard against these damaging 

consequences.

Reduce Exposure with Controlled Device  
Management
Data loss prevention is a critical part of an organization’s IT 

security strategy.   Data leakage or privacy breaches can cripple 

any organization.  Numara Device Manager protects your business 

by minimizing the risks associated with unauthorized use of 

prohibited devices, such as USB drives or external hard drives. By 

allowing you to quickly define policies that specify which devices 

are explicitly enabled or disabled, Numara Device Manager 

ensures compliance and reduces the manual effort of managing, 

or resolving issues caused by, unsanctioned devices.

Flexible Security Policies
Numara Device manager provides flexible device usage policies to 

ensure confidential information does not leave your environment.  

Reliably managing both inbound and outbound communication 

from your endpoints ensures that only authorized removable 

storage devices can be utilized on corporate computers.  This 

prevents leakage of sensitive information, whether malicious or 

careless in nature.  Usage policies, known as operational rules, 

can be applied to users or devices individually or on a group 

level.   As a result, Numara Device Manager enables you to 

quickly establish and enforce data protection with minimal effort.

Save Time with Centralized 
Control
Numara Device Manager enables 

IT professionals to centrally control 

uploading and downloading activity from 

Bluetooth

 devices, CD/DVD drives, firewire 

devices, floppy drives, modems, wireless 

and USB devices.  The Numara Asset 

Management Platform provides an 

interface to control and log all peripheral 

device events.  If data leakage is suspected, the IT administrator 

can create a usage policy and apply it to single or multiple 

devices within a single, central location.  Event logs can track 

devices or groups of devices.  

Many Challenges. One Solution.
Numara Device Manager is one part of a fully integrated line of 

IT asset management solutions that make up the Numara Asset 

Management Platform (NAMP).  Each NAMP product automates 

and streamlines a specific IT asset management challenge to 

help you reduce costs and improve service levels.  Built from 

the ground up as a modular, yet integrated system, the NAMP 

product line provides a single, unified solution to simplify a 

diverse set of complex asset management needs.

All NAMP products run on a centrally managed framework and 

leverage one console, one database, one set of operational rules, 

one reporting engine, and one multi-functional agent.  As a result 

of this integrated approach, you can easily snap in individual 

asset management products to fit changing needs without the 

overhead and expense of implementing a whole new solution, 

which means faster ROI and a lower total cost of ownership.

Scalable Architecture, Easy to Manage

Numara Device Manager and all NAMP products employ a highly 

flexible, multi-tier architecture that can serve any size organization, 

small or large, and easily scale to manage thousands of nodes in 

large geographically distributed organizations.

Built-in configuration tools and a graphical administrative console 

allow you to dynamically adapt to a changing environment by 

expanding or reconfiguring your deployment in minutes without 

programming or scripting.

Supported Platforms
See Numara Asset Management Technical Specifications Brochure

Highlights

	Protect against data theft 
and loss

	 Control and manage all 
removable devices on your 
network 

	 Enforce security policies

	 Ensure data security

	 Control USB Devices

	 Flexible Rule Configuration 

	 Identify and authorize 
specific media
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About Numara Software
With more than 55,000 customer sites worldwide, Numara 

Software is a global leader in delivering practical, flexible solutions 

that allow IT organizations to improve service to their end-users. 

Our integrated IT service management and IT asset management 

software platforms enable organizations to efficiently automate a 

wide variety of IT related tasks and processes using interoperable 

solutions from a single, proven vendor. 

Widely known for our dedicated focus on ease of use and 

affordability for our customers, our IT solutions deliver fast time-

to-value, increased control, and reduced risk for small businesses 

to large companies. For more information, visit:  

www.numarasoftware.com.
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